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Introduction

The September 11, 2001 terrorist attacks on the World Trade Center and the Pentagon starkly revealed a dark side of globalization.  Global flows of information over the internet, increasing international business travel, tourism, and foreign study provided convenient cover for the terrorists as they carefully planed their attacks.  The 19 highjackers entered legally on business, student and tourist visas but one with a student visa never showed up for class and three had stayed in the U.S. after their visas expired.
  In the aftermath of the attacks, it has become clear that controlling borders in the information age of escalating globalization involves a delicate balance of identifying and intercepting drugs, weapons, illegal migrants and terrorists without excessively hindering trade, cross-border production, high-skilled migration, business travel and tourism upon which economic growth increasingly depends.
  

In many ways echoing the Hart-Rudman Commission Report on National Security in the 21st Century, President Bush announced an initiative to create the “Smart Border of the Future.”  According to a White House statement:   “The border of the future must integrate actions abroad to screen goods and people prior to their arrival in sovereign U.S. territory, and inspections at the border and measures within the United States to ensure compliance with entry and import permits.  Federal border control agencies must have seamless information-sharing systems that allow for coordinated communication among themselves, and also the broader law enforcement and intelligence gathering communities.  This integrated system would provide timely enforcement of laws and regulations. Agreements with our neighbors, major trading partners, and private industry will allow extensive pre-screening of low-risk traffic, thereby allowing limited assets to focus attention on high-risk traffic.  The use of advanced technology to track the movement of cargo and the entry and exit of individuals is essential to the task of managing the movement of hundreds of millions of individuals, conveyances, and vehicles” (White House 2002).

The “Smart Borders” initiative is the latest example of how the United States and other advanced industrialized countries have been attempting to selectively control migration using new information technologies (IT) in order to shape flows of human capital to the needs of technology-driven economies.  That is, many receiving states have embarked upon an implicit, if not explicit, strategy to increase the ranks of high-tech workers while limiting inflows of “unwanted” illegal migrant workers and asylum seekers as well as intercepting terrorists.  For example, the INS linked databases to biometric identification systems in order to allow frequent flying corporate executives and high tech professionals to whisk past airport passport control lines at the same time as it is setting up remote sensors on the border to stop clandestine crossings of illegal migrants who are increasingly aided by smugglers.  

Analysts routinely list the rapid spread of information technology and the expansion of international migration as major factors driving globalization (See e.g. Held et. al. 1999; Sassen and Appiah 1999).  International migration and information technology are not only increasingly recognized as two prominent features of globalization, they are becoming increasingly interrelated.   Revolutionary changes in information technology drive the economic globalization that is undermining state sovereignty (see e.g., Mathews 1997; Korbin 1997; 1998; Diebert 1997; 2000) and thereby challenging states’ efforts to control increasing immigration (Sassen 1996). In the other direction, international migration has fueled development of new information technologies upon which the “new economy” rests by funneling computer scientists, graduate students and high technology workers from around the world to the centers of information technology industries such as Silicon Valley (Zachary 2000).   If the information revolution is so powerful that it is weakening traditional forms of government centered on the state, can state agencies harness these same information technologies to provide more effective governance?  More specifically, can states use IT to reassert control of borders while at the same time maintaining the levels of international trade, transnational production, skilled migration, business travel and tourism associated with globalization? 

I will attempt to address these questions as part of a larger research project -- this paper is only a beginning.  My preliminary answers to these questions are rather ambiguous.  While states seem to be loosing control of their borders to increasingly sophisticated smuggling, some, like the U.S., are trying to use IT to reverse this trend, so far with marginal results.  In contrast, several states appear to be employing a new form of mercantilism for the “new economy” based on competitive importation of human capital, and in several cases, to much greater effect.  A global online market for high tech workers has helped enable the new economy mercantilism of receiving states, as has the changing development strategies of sending states that have shed fears of “brain drains” for hopes of remittances from skilled workers who can more easily stay in touch with their homelands using new technologies. 

The September 11th attacks raised serious questions over the effectiveness of border control IT and the future of active recruitment of students and IT workers from abroad, however, it appears that the selective migration strategy remains intact despite Sept 11th.  The problem, however, is that the selective migration strategy of inviting the well-to-do and well-educated in while keeping the poor out does not necessarily increase homeland security, no matter how robust the border control information technology used to support it.  Even if the information technology outlined in the Smart Borders initiative had been fully operational before September 11th, it is unlikely that it would have stopped the hijackers.  The criterion for exclusion has been whether or not an individual entering the country is likely to work illegally or stay in the U.S. after his or her visa has expired.  Fifteen of the nineteen highjackers were Saudi nationals and the vast majority of Saudi nationals applying for U.S. visas before September 11th were not interviewed because Saudis generally have sufficient financial resources and they were not deemed high risk – high risk to stay and work illegally in the U.S. that is.  The problem is that the rich can be dangerous.  Hence, the selective migration strategy based on the criteria of wealth and skills may come into conflict with screening criteria for homeland security, which seem to be based more on national origin, religious affiliation and political activities.  

The paper proceeds in three steps:  First, I will examine debates over economic globalization, international migration and border control and consider the role of the information revolution within these debates.  Second, I will examine the use of information technology to control migration by focusing on the deployment of IT by the U.S. Government and emerging applications of IT in the context of multilateral cooperation.  Third, I will describe the impact of international migration on the development of information technologies, examine the policies of the U.S. and other governments designed to increase skilled migration and consider the potential for convergence of IT labor recruitment with human smuggling.  Finally, I will conclude with some observations on the future of the selective migration strategy in the wake of September 11th.

Globalization, Migration and Border Control

Economic globalization has largely been enabled by the fundamental technological changes that have drastically reduced the cost of communication and transportation (Korbin 1997).  For example, since 1945, average ocean freight ocean freight costs have dropped 50 percent, air transport by 80 percent and transatlantic telephone calls by 99 percent (Auguste 1998, 16).  With respect to migration and border control, the major debate in the economic literature has revolved around the question of whether or not globalization in the form of increased trade and capital flows increases or decreases international migration -- border controls rarely enter into the discussion.  In contrast, the debates in political science are primarily focused on whether or not globalization undermines the ability of states to control their borders -- border controls are generally considered crucial factors in determining migration flows.  Relative economic differences among different parts of the world may provide background conditions for explaining very general migration patterns, however, they are not fine-grained enough to explain migration between individual states due to sociological factors like transnational social networks, the political factors of immigration policies and border controls and the changing information technology environment in which these factors operate.

According to neo-classical economic theory, the liberalization of international capital markets, which has become the hallmark of globalization, should decrease migration (see, e.g., Weintraub and Stolp 1987; Layard, Blanchard, Dornbusch, and Krugman 1992, chapter 1).  Recent trends, however, have not always followed neo-classical logic.  For example, large-scale direct investment by U.S. companies in South Korea, Taiwan and China was accompanied by an increase in migration from these East Asian countries to the U.S. rather than a decrease (Sassen 1988). Increased investment in developing countries and increased trade often have the reverse effect, at least for the immediate term, as has been the case with illegal migration to the U.S. from Mexico (Massey 1998).  

Following neo-classical theory, out-migration should be highest from the ranks of the unemployed in states with the lowest wages and it should flow to the states with the lowest unemployment rates and the highest wages.   Sociological studies indicate that those who in fact migrate are generally not the poorest within sending states and they do not necessarily go where they could earn the most.  Sociologists have demonstrated through detailed case studies that transnational social networks are the best predictors of migratory flows (see Massey et. al. 1993; Portes and Rumbaut 1996).  Very simply: migrants tend to go to where their relatives and friends are.  International migration is not simply a function of the demand and supply of labor across states but is more often determined by the support networks migrants have available to provide advice in dealing with immigration authorities, housing upon arrival, connections to employers and introductions to future spouses. 

Rapidly declining costs for international telephone service, fax, email, cellular phones and even internet telephony have enabled emigrants to maintain contact with their families and friends in their homelands and thereby fostered the development of transnational social networks that facilitate migration.  Satellite television and the internet spread images and information of different life possibilities elsewhere to people around the world.  In this way, the information technologies that foster economic globalization have also altered the economic calculus of individuals as to whether or not they decide to migrate.  When these information technologies are combined with lower transportation costs, particularly for air travel, migrants can more easily envision a temporary sojourn to work abroad with frequent visits back home, which, in turn, makes the decision to leave much easier.  Hence, the information and transportation revolutions have enabled more temporary migration as opposed to the permanent immigration typical of the 19th century.

   New information technologies and declining communication and transportation costs have not only made it easier and cheaper for emigrants to maintain contact with their homelands, it has made it easier to send home money to family and participate in local economic development. It has been estimated that the world’s 25-30 million migrant workers sent home approximately $65.6 billion in 1989 and $71.1 billion in 1990,
 which, if ranked along with international trade in individual commodities, came in second after oil.
  In many countries, remittances surpass merchandise exports or foreign aid received.  By the end of the 1980s, worldwide remittances exceeded the total amount of worldwide foreign aid.
 As foreign aid does not keep up with population growth in poorer parts of the world, emigration has increasingly become an economic development strategy of a rapidly growing number of individuals and families.

While neo-classical economic analysis often posits international trade and investment as substitutes for international migration, the equations usually do not take into account the potential economic benefits of emigration and remittances to families in developing countries.  Growing foreign direct investment may increase the number of available jobs and decrease the wage differentials among developed and developing countries, however, it does not necessarily always translate into decreased migration because surplus disposable income often becomes “migration capital” used to pay for international travel and to pay for smugglers who increase the chance of a successful border crossing (Kyle and Dale 2001; Spener 2001, Singer and Massey 1999).  For example, a large proportion of the Chinese who are smuggled into the U.S. are from Fujian province, a coastal province with one of China’s fastest growing regional economies (Liang and Ye, 2001).  Smuggled Chinese are typically from the middle-class families that can pool together the stiff cash down payments (approximately $1,000-2,000) required by smugglers before embarkation.  According to recent ranking of the richest Asian businessmen, 39 were ethnic Chinese, including 23 from Fujian, although none of the 23 Fujianese lived in Fujian (Hessler 2000).   Relative wage differentials between developed and less developed countries may be less indicative of the propensity to migrate than wealth differentials between families within villages – between those who have a member sending remittances from abroad and those that do not.

If economists have been primarily focused on whether or not globalization will increase international migration, political scientists have focused on whether economic globalization is undermining state sovereignty as expressed in state control of borders.
  The debates over whether or not states can control their borders with respect to “unwanted” economic migration and asylum seeking has largely been framed in terms of the state as a strong but reluctant border enforcer confronted by individuals each trying to defy state controls (see, e.g., Cornelius, Hollifield and Martin 1994; Freeman 1994).  The problem with such state-centric framing of this debate is that it tends to miss the role of non-state actors, which may be used by the state to extend and increase migration controls beyond national borders, i.e., “remote controls,”(Zolberg 1998), as in the case of airlines that check travel documents (Lahav and Guiraudon 1997; Lahav 1998) and, as we will see below, send passenger data to border authorities at the flight’s destination.  The problem with viewing migrants as individual actors, for instance, as cost/benefit maximizers responding to economic push/pull factors (Weintraub and Stolp 1987; Layard et. al. 1992), is that it tends toward atomistic depictions of migrants as objects to be controlled by the state.  

To the contrary, the unwanted migrant is not simply an object of state control and his or her crossing of an international border is not necessarily the product solely of his or her own efforts.   Just as states deputize private sector actors to enforce tougher migration controls and thereby change “the gatekeepers” (Lahav 1998: 680) that confront the prospective migrant, migrants are increasingly employing non-state actors, smugglers, to foil restrictions imposed by states.  The “gatecrashers” are being transformed from hapless peasants who may have never traveled abroad to teams of border crossers led by professionals (See Kyle and Koslowski 2001).

Just as states are deploying high technology at their borders, smugglers are increasingly using the latest technologies money can buy (Koslowski 2000, 211-14).  Increasingly sophisticated transnational criminal organizations use ever cheaper international telephone services, fax and cellular phones to arrange shipments, switch routes, confirm deliveries, etc., much as any legitimate import/export firm.   Law enforcement tools such as wiretaps that determine the location of callers can be foiled by something as simple as a calling card, which can be purchased at a local convenience store, or more sophisticated “disposable” cell phones that use calling cards or “clone” cell phones.  Smuggling fees that have gone as high as $50,000 (Fujian, China to New York City) have been a boon to financing the research and development of high quality fraudulent documents (Stewart 1999).

The information revolution has had a major impact on border control by dramatically changing the playing field for the contests between states and smugglers.   While states deploy video cameras along their borders, smugglers monitor border patrol radio frequencies, use cell phones and encrypted email to relay information to colleagues on rerouting migrants to avoid crossing points with built-up defenses.  While states insert holograms and other security features into travel documents, smugglers, and the counterfeiters that they subcontract, use the same technologies to produce ever better fakes.  

Increasing human smuggling is the most recent factor in shaping migration flows.  Smugglers respond to border control efforts and thereby make more decisions regarding where an increasing share of the world’s migrants actually go (Salt and Stein 1997).  Part of the smugglers’ success in getting migrants across borders is the ability to change routes and destinations in order to overcome obstacles placed in their way by states.  In a sense, the smugglers gather and process information about the weak links in terms of transportation systems, border controls, liberal visa and asylum policies and then they provide it to their customers. This ratchets up the pressure on receiving states to cooperate with each other and to adopt even more restrictivist border control and asylum policies lest their land borders, airports and harbors be targeted by smugglers as weak links (Koslowski 2001).

In as much as increasing IT deployment by smugglers means that effective border control depends on increasing deployment of IT, the weak links that stand out are those states, ports of entry, airports, etc. that have not effectively modernized information systems used for operations, surveillance and law enforcement.  Therefore, the competitive dynamic in the future may be less a matter of ever-stricter asylum and immigration policies but rather of larger IT budgets for border control and law enforcement agencies, better implementations of systems purchased and more interdepartmental and interagency information sharing.  Moreover, the multilateral cooperation necessary to combat smuggling may move beyond harmonization of laws and policies and on to automated information exchanges among states’ border control and law enforcement authorities.  

Using IT to control borders and manage migration

As former Vice President Gore’s agenda to reinvent government generated great enthusiasm for translating the tools of e-business into productivity enhancing “e-government” (Economist 2000), immigration and border control became leading areas for deploying IT.  Moreover, policymakers repeatedly argue that effective action against human smuggling requires that the US, in the words of former U.S. State Department official, Jonathan Winer, “develop international cooperation against traffickers, whose organizations transcend all of our national borders, because in a transnational world, no country can defend its own borders or its people, however, big or small, without the cooperation of the entire world” (Winer 1998, 8).  As transnational criminal and terrorist organizations adopt the latest high technology, they raise the ante for international cooperation to move just as quickly and for states to use the most effective means of communication and information exchange.  As an example of how states are deploying IT, this section will consider U.S. efforts in several areas including border and point-of-origin controls, workplace and internal enforcement and inter-agency cooperation.  It will then consider the role of IT in multilateral efforts to cooperatively control borders.

The use of new technologies to patrol U.S. borders and control migration flows goes back further than one might initially surmise.  The U.S. Immigration and Naturalization Service (INS) has used night vision scopes and low-light video cameras to detect nighttime crossing of the U.S. Mexican border since the 1970s.  In the 1980s, the INS deployed the Intelligent Computer-Aided Detection System (ICAD), an intrusion data collection and processing system with automated dispatching as well as portable electronic intrusion-detection ground sensors (Dunn 1996, 44, 69; Andreas 2001).  As the cost of electronics and memory chips dropped precipitously in the mid- 1990s, the INS invested in developing a more sophisticated “Integrated Surveillance Intelligence System” (ISIS) and purchased more sensors.  As of the beginning of 2000, the border patrol had 13,000 seismic, magnetic and infrared ground sensors.  The seismic and infrared sensors can detect motion and heat within a 50-foot radius and the metal sensors have a 250-foot range.  When combined with remotely controlled high resolution and infra-red video cameras that have a five mile radius, border patrol agents can detect clandestine entries, train cameras on the illegal migrants and smugglers, determine their numbers and whether they are carrying weapons and then dispatch the appropriate patrols.  While an agent must interpret video images visually, ICAD systems at individual border stations analyze sensor information, produce intelligence reports and store the information in a database.  Newer versions of the ICAD system are operated on client-server systems with TCP/IP connections (i.e. they are connected over the internet) and are backed up by a national database (Date 2000). 

During the 1990s, the INS accelerated its purchases of information technologies. For example, in 1998 the INS awarded three IT contracts that totaled up to $750 million over a 5-year period.
 Moreover, INS use of IT became an argument used by former INS Commissioner, Doris Meisner, to ward off members of Congress who sought to split up and reorganize the beleaguered agency (see Tillett 1997).  In the wake of September 11th, budget requests for border control IT have increased dramatically with the Bush administration’s 2003 budget including $50 billion for information technology across the entire federal government and an increase of $722 million for information technology specifically targeted on homeland security (Bush 2002).

No matter how sophisticated border surveillance systems become, they are not effective without sufficient human resources. For example, the Border Patrol has no night shift to cover many areas along the U.S.-Canadian border (Gilmore 1999).  The Border Patrol at Blaine, Washington has fewer than 50 agents to cover 102 miles of land border and 150 miles of water boundary.  According to Gene Davis, a recently retired Assistant Border Patrol Chief in Blaine, “We’re able to respond to less than 50% of the sensor hits” (Quoted in Leinwand and Anwar 2000).  Since Mexicans visiting Canada as tourists do not need visas,
 smugglers are flying Mexican migrants from Mexico City to Vancouver.  Migrants then walk across the border and work in the reforestation, construction and agriculture industries of Washington State.
  If they cross the border at night in an area were sensors are deployed but there are no agents on duty, the surveillance system simply functions as a counter.  After Sept 11th, National Guard troops were deployed at the Canadian border as a stopgap measure and the INS redeployed personnel to the Northern Border.  The INS been has also been hiring more border patrol agents to fill in the gap.  The problem, however, is that the INS has had difficulty retaining trained border control agents in the post-September 11th environment because many are taking better paying jobs as air marshals, some 160 between October 1, 2001 and March of 2002 (Pelegrino 2002).  In light of the fact that the INS is still hiring for positions on the northern border, it is not clear if all sensor hits are being responded to. 

To further assist inspectors at the border, the INS developed a single-fingerprint biometric identification system (IDENT), a database containing records of undocumented aliens that includes a photo and a digitized fingerprint.  IDENT was intended to enable border control authorities to easily look up any previous encounters with the INS or criminal records of those apprehended while crossing the border.  Unfortunately, the system was not integrated with the FBI’s Integrated Automated Fingerprint Identification System and data does not always flow among U.S. law enforcement systems, as the Rafael Resendez-Ramirez case made painfully clear.  Resendez-Ramirez was an illegal alien wanted for serial murders by several Texas jurisdictions and the FBI.  The INS apprehended him several times and entered his data into the IDENT system several times
 but since the FBI and local law enforcement agencies information systems did not effectively share information indicating that he was wanted for murder, the INS system did not relay that information to the Border Patrol and officers did not detain him for arrest when he was apprehended while crossing the border.

The Non-Immigrant Information System (NIIS) automates entry and exit record databases to identify visa over-stayers.  1996 legislation directed against illegal migration mandated that an automated entry-exit control system that would track all entries into the U.S. and subsequent departures should be deployed by the end of 1998.   Congress pushed back the deadline for implementation of the law after lobbying by U.S. business groups from states bordering Canada.  These groups pointed out that registering every person who crosses into the U.S. from Canada using even the most sophisticated smart card technology would still require several minutes to process each individual and this would back up traffic at the border for hours, especially at the Detroit – Windsor crossing.  Up to 10 million vehicles annually cross the Ambassador Bridge between the Windsor, Ontario and Detroit, Michigan, along with 27% of U.S.-Canadian Merchandise trade.
  This was a particular sore point for the big three automakers given that their just-in-time production lines crossed the border.  In 2000, full deployment of NIIS was effectively put on indefinite hold.  The existing visa tracking system primarily covers passengers arriving by airplane and consists of a paper form stamped at the port of entry which is supposed to be returned to the to the airline upon departure and then entered manually into a database.  Due to lost forms, incomplete data entry, entry and exit by land border and incomplete deployment of the system, there is no effective way of knowing if individuals have overstayed their visas – as was the case of several of the September 11th hijackers.

For example, an INS inspector at Miami International Airport stopped Mohamed Atta on January 10, 2001 when Atta said that he was planning to take flight lessons but was entering the country on a tourist visa rather than a vocational education visa.  He was detained for additional questioning by another officer and after almost an hour he was released.  Neither office noticed that he had overstayed his visa by over a month on his previous trip to the U.S.  A former INS officer, Patrick Pizarro, explained that the inspectors most likely missed Atta's overstay because they are under pressure allow to clear tourists as quickly as possible but  “‘You don't have all the information about every arriving passenger in one database,’ Pizzaro said. ‘It's all scattered in various databases and it's time-consuming to find the information you need.’” (quoted in Chardy 2001).  After September 11th, incoming passengers received greater scrutiny but, according to an  INS inspector from Miami who appeared on CBS’ “60 Minutes,” against his supervisor’s wishes, the systems are down once or twice a week and passengers are being admitted without having been checked against the look out databases (CBS 2002).

The Bush Administration’s 2003 budget allocates $380 million for the implementation of a comprehensive entry-exist information system that should identify those who have overstayed their visas and those who should be denied entry (Ziglar 2002).  It is hoped that the system will enable better screening and accounting of those non-citizens entering and staying temporarily in the U.S.  The problem of physical infrastructure remains.   Unless more bridges are built between Canada and the U.S. or large areas around either end of the bridges are cleared for secure areas in which many more inspection lanes are built, it will be impossible to process incoming visitors and shipments without backing up traffic leading to gridlock on the Canadian side.  This problem became abundantly clear after September 11th, when heightened security caused traffic from Canada to back up for up to 18 hours and automakers announced that they would have to shut down assembly lines because needed parts were stuck in transit (Flynn 2002).  Political pressure was quickly applied to loosen security and get the trucks moving, as it had been previously applied to squelch the entry-exit system that was mandated by the 1996 legislation passed in response to the first World Trade center bombing. 

Enforcement of labor laws to reduce demand for migrant workers who have been smuggled into the U.S. could be greatly enhanced by greater use of information technologies but greater utilization of IT has been politically difficult.  As it stands, employers only need to make a good faith effort to verify employment eligibility and this is accomplished by making photocopies of certain identity documents – the combination of a driver’s license and Social Security card will do.  Unfortunately, counterfeit driver’s licenses and Social Security cards a very easy to come by.  To counter this problem, the U.S. Commission on Immigration Reform recommended in 1994 the development of a system of mandatory employer verification of employee eligibility using computerized checks of a Social Security number database.
  This system was put in place only on a voluntary pilot project basis because many lawmakers feared that a computerized social security number identification system would be the first step toward a national identity card which has not been very popular with voters -- until recently, that is.

Shortly after the Sept. 11th attacks, a poll conducted by the Pew Research Center for the People and the Press, indicated that 70% of those asked agreed to require “that all citizens carry a national identity card at all times to show to a police officer on request.”
  Larry Ellison, Chairman and CEO of Oracle Corporation declared that a national ID should be issued to all Americans in order to thwart terrorism and he volunteered to give the necessary software to the U.S. government for free.  Similarly, Sun Microsystems CEO, Scott McNealy advocated national identity smart-cards supplemented by biometric identification systems and noted that some years ago he said, “Privacy is dead, get over it.” (quoted in Hamblen 2001).  The Bush administration, however, quickly rejected such proposals for a national ID card (Jones 2001) and it is very unlikely that such proposals would receive a majority vote in Congress.

Along similar lines, there have been several proposals for using information technology to increase the security of travel documents carried by visitors to the U.S.  For example, border security legislation introduced in the House of Representatives and Senate, if adopted, would require that visitors and migrants coming to the U.S. carry travel documents containing biometric information.  The legislation would also condition countries’ participation in the visa waiver program on the issuance of machine-readable, tamper-resistant passports containing biometric data.
   Although photographs can be considered biometrics that can be scanned by facial recognition systems, requiring passports to contain biometric information beyond photographs, such as fingerprints, retinal scans, hand geometry, etc. is politically and diplomatically problematic.  For example, given its tragic history with data gathering and misuse of identity documents, Germany (as well as other EU member states) has strict personal data protection laws and strong norms against fingerprinting citizens who have not committed crimes.  If the United States would require Germany to include bio-metric data such as fingerprints on German passports in order for German citizens to enjoy visa free travel to the U.S., Germany and other states would most likely require similar biometrics in U.S. passports, given the common practice of visa reciprocity.    All U.S. passports issued after April 2002 will include digitized photographs and other security features (U.S. State Department 2002), but they do not include biometrics beyond photos nor do the new requirements apply to existing passports, which are valid for up to ten years.  Hence, it is unlikely that biometrics beyond photographs will be adopted in travel documents very quickly.

In an effort to facilitate legitimate travel, while at the same time focusing human resources to more carefully inspect the documents of those entering the U.S., the INS has used voluntary programs using biometric authentication technologies to establish “fast lanes” at several airports.  The Passenger Accelerated Service System (INSPASS) is a database linked to a hand geometry recognition system that expedites frequent fliers willing to give personal and passport data and a digitalized biometric reading of their hand for entry into an INS database.
  Similarly, the INS and U.S. Customs used Automatic Vehicle Identification (AVI) technology to develop an automated dedicated commuter lane (SENTRI) at the San Ysidro border crossing south of San Diego.  Cross-border commuters enroll in the program by providing information and digitized photographs of the commuter and other eligible passengers (i.e. family members) as well as installing a transmitter on the vehicle.  When an approved commuter drives through the SENTRI lane, the system automatically identifies the vehicle and feeds data and photographs to an inspector who can compare the appearance of commuter to the images provided by the system and verify the identity of the occupants.
       

The U.S. is deploying IT beyond its frontiers in the form of point-of-origin and in-transit “remote controls” that provide information on incoming passengers and shipments before their arrival at U.S. borders.  For example, the Advance Passenger Information Service (APIS) offers “blue lane” expedited service to those U.S.-bound passengers who give their passport information to laptop-equipped airline personnel for transmission via the internet to INS inspectors at the port of arrival.  Many airlines voluntarily submitted passenger information in advance but after Sept. 11,th  the Commissioner of the U.S. Customs Service informed airlines that did not participate in the program that their flights arriving in the US would face 100% questioning of all passengers and inspection of their person and baggage (Bonner 2002). The new border security legislation requires that all commercial airlines and ships provide passenger and crew lists before arrival.

The INS, U.S. Customs, State and Agriculture Departments jointly developed and deployed the Interagency Border Inspection System (IBIS), which shares information with departmental systems.  For example, passport information on incoming airline passengers gathered abroad by APIS is cross-checked with the IBIS system, which includes the State Department’s Consular Lookout and Support System (CLASS), that has records of people who have been or should be denied visas.  The CLASS system recently replaced a micro-fiche based system which was partly responsible for the mistake made in granting a visa to Sheik Omar Abdel Rahman (who was convicted in 1995 of conspiracy to blow up New York City landmarks).  Nevertheless, information sharing systems failed to stop the terrorists who attacked the World Trade Center and Pentagon from entering the U.S.  The State Department received no information from the CIA or FBI on any of the 19 highjackers that would result in a visa denial.  The CIA did place two of the hijackers on a watch list after finding out that they met with suspected terrorists but this information was not communicated to the INS in time to prevent their re-entry into the United States.  An exasperated Senator Dianne Feinstein commented, “I am really concerned about continuing to appropriate money for systems that don’t talk to each other.  This is a colossal failure of our visa system.  It doesn’t keep out people who would come in and destroy us.” (U.S. Senate 2001).  The Bush Administration responded with a homeland security information initiative whose first goal is to “Tear down unwarranted information ‘stovepipes’ within the Federal government” (White house 2002a).

As experience from private sector IT implementations indicates, sharing information across “stove-piped” organizations with separate databases and incompatible information systems is less a matter of hardware and software and more a matter of management strategy and will. Even if compatible information systems that “can talk to each other” are installed, management must ensure that employees accurately and consistently enter necessary data into the systems in order for them to be effective (Davenport 2000).  Automated information sharing among border control and law enforcement agencies within the United States will require the political will to revise agency priorities and government processes.  It may also take a complete reorganization of government along the lines envisioned in the Hart-Rudman Commission (2001) report to merge the Coast Guard, U.S. Customs and the Border Patrol into the Federal Emergency Management Agency to form a new Department of National Homeland Security. Senator Joseph Lieberman such merger in an October 2001 draft bill
 but six months later he questioned whether there had been any progress toward such administrative restructuring (Lieberman 2002).  Although there has been extensive consideration and discussion of border control agency administrative reform, the action of Bush Administration appears to be limited to disaggregating enforcement functions from service functions within the INS (INS 2002).  Homeland Security Director Tom Ridge, however, expects President Bush to support a plan to combine the law enforcement arm of the INS with the Customs Service but the details have not been ironed out (Hillman 2002)

Ever growing U.S. government investments in border control information technologies and internal reorganization of border control functions may have limited impact if Jonathan Winer’s prognosis is correct that the fight against transnational crime and human smuggling requires multilateral cooperation to succeed.  In this respect, the INS has used IT to set up and operate 40 offices around the world as part of “Operation Global Reach,” an initiative to combat human smuggling started in 1997. Within the context of Global Reach, the INS has provided technical assistance to combat document fraud in a number of countries and has endeavored to increase information sharing leading to the apprehension and successful prosecution of smugglers.  

In response to the September 11th attacks and the initial perception in the U.S. that the Canadian border was a sieve through which terrorists could easily pass, the U.S. and Canada began talks on developing a “North American perimeter” modeled after the European Schengen Convention, whereby internal border controls are lifted as a common external border is hardened.  This international cooperation attempts to leverage information technology and in December 2001 U.S.-Canadian talks yielded an “Action plan for Creating a Secure and Smart Border” (White House 2002b).  To secure flows of people, the plan advocates using biometric identifiers for permanent resident cards and travel documents, share advance passenger information from the APIS system and its Canadian counterpart, develop compatible Immigration databases, such as Canada’s Support System of Intelligence.  On March 22, 2002, Presidents Bush and Fox announced a similar 22 point agreement to build a “smart border” between the United States and Mexico that would expand the SENTRI dedicated commuter lanes at high-volume ports of entry along the U.S.-Mexico border, set up advance passenger information exchanges for flights between Mexico and U.S. and develop systems for exchanging information and sharing intelligence (White House 2002c).  Although the United States, Canada and Mexico are far from the level of international cooperation on border control practiced by the Schengen Convention signatories of the European Union, they (or at least the United States) hopes to deploy information technology in such a way that those desired can move virtually unimpeded while at the same time strengthening controls deemed dangerous. 

While such bi-lateral and multilateral deployments of information technology to make borders smarter may seem very futuristic, the technology necessary for the mass surveillance and e-government capabilities that might make it possible are increasingly available.  As the linking of enterprise systems through the internet has led to a rapid growth of business-to-business e-commerce (Davenport 2000), public sector versions of these software packages have been developed that could enable governments to mine information from data warehouses and automate exchanges with other governments that do likewise (Towns 2000; Economist 2000).  Within the next decade, the technical capabilities for states to gather and to exchange information regarding the identity of their citizens and the smuggling of migrants will be available.  Will governments wish to use these capabilities?  And if governments opt to use these new capabilities, will the people who elected them allow it?

While biometric national identity systems and automated transnational information exchanges between law enforcement agencies may be technically possible quite soon, it is unlikely that the transformed information technology environment would be global in scope.  The digital divide between developed and less developed states may short-circuit information sharing among governments in migrant receiving, transit and sending states.  Therefore, effective transnational law enforcement information sharing initiatives may only be possible with major financial and technical assistance to law enforcement agencies of less developed countries.  For example, while Canadian and U.S. Governments may soon have the IT capabilities to put in place some of the Smart Border initiatives that they have envisioned, it is not that clear that the Mexican government will be able to deploy the technology needed nor be able to assure U.S. and Canadian partners that Mexican databases and systems are secure enough for U.S. and Canadian law enforcement officials to share sensitive information.  The U.S.-Mexican Smart Border initiative will provide a good test of international border control information sharing as well as the will of rich partners to provide the financial and technical assistance needed to make it work.

In sum, advanced industrialized states such as the U.S. are increasingly deploying information technology to better screen those who enter the country.  It is clear that the technology is available and after September 11th, the money is there as well.  Using information technology to effectuate the selective migration strategy may, however, require much more.   Given the background of past border control IT deployments, experiences in the private sector and the vicissitudes of bureaucratic wrangling and politics, for the U.S. to use IT to secure its borders as envisioned by the Bush administration, it may require expending much more political capital than has thus far been evident.  International data sharing and even persuading other states to use biometrics in travel documents will take considerable and sustained diplomatic efforts that have, as yet, not been forthcoming.    

High-Tech migration

While information technologies have been used to try to control migration across international borders, international migration has facilitated the development of information technologies of the “new economy” that have propelled globalization.  To fuel the information revolution increasing the growth of their economies, the US, Germany, Canada, the U.K, Australia and New Zealand have devised special visas and programs to attract highly skilled computer programmers and other IT professionals from developing countries such as India and China as well as East European countries and Russia.  Moreover, a rapidly growing cyberspace of multiplying websites developed by these and other IT workers has globalized the market for skilled workers themselves as high tech job recruiting and placement has gone online. 

The impact of international migration on the development of information technologies is displayed in the epicenter of the information revolution, Silicon Valley.  For example, about a third of the valley’s engineers are foreign born (Sweeny 1996, p. 3). Chinese and Indian immigrants to Silicon Valley alone have started some 2,700 companies since 1980, accounting for a sixth of the total sales seen in the valley in the last 20 years (Zachary 2000). None other than Federal Reserve Chairman Alan Greenspan has argued that the 11 million immigrants who came during the 1990s have been crucial to sustaining the US’ longest-ever economic boom.
  

As it emerged, the IT industry centered in Silicon Valley did not concern itself very much with Washington politics and lobbying.  As William Archey, president of the American Electronics Association put it, “The high-tech community's view of Washington has traditionally been that it's this alien entity on the other coast…..Our government relations policy has boiled down to ‘Keep those bastards off our backs’”(Quoted in Heilemann 1996).  Then, in response to the groundswell generated by the 1994 California Proposition 187, committees led by Senators Alan Simpson and Lamar Smith fashioned a bill directed at tightening the borders against illegal migration and limiting legal immigration.   CEOs of IT companies suddenly realized they might loose a major labor source just as their business was starting to boom and for the first time they undertook a major lobbying initiative.  The Simpson-Smith reform proposals called for cutting family-based immigration by a third and asylum admissions in half.  Not only did this affect the families of IT workers already in the U.S. but many IT workers had originally come to the U.S. as refugees from Eastern Europe, the former Soviet Union and China.  Moreover, it was not clear that in the midst of compromises and floor amendments the reformers would spare all of the 140,000 permanent and 65,000 temporary employment visas issued each year many of them to engineering and computer science students from abroad who were completing their degrees at U.S. universities.  However belatedly, the IT industry joined into a coalition with ethnic, migrant rights and civil rights groups to lobby Congress in order to split the bill into two.  In this way, proposals to cut legal migration could be split off from the more popular border control and anti-illegal migration measures and once separated they would be difficult to pass as stand-alone legislation.  The strategy worked.  In 1996, only the anti-illegal immigration legislation was signed into law.

The IT industry pushed onward, having formed a lobbying infrastructure that proved victorious on the Hill and with a growing war chest of campaign contributions.  Total contributions from the computer/internet industry increased from almost 9 billion in 1996 to 39.6 billion in 2000 and rose in rank from 32nd to the 7th largest contributor among all industries.
   Largely due to the influence of the IT lobby, Congress passed the “American Competitiveness and Work Force Improvement Act” in 1998. This legislation increased the number of temporary employment (H-1B) visas from 65,000 to 115,000 per year for fiscal years 1999, 2000 and 2001.   Under the H-1B program, employers sponsor workers for a three-year visa that is renewable to six years total.  But the demand for H-1B visas outstripped the quota in the first year, prompting the IT industry to lobby again for more.  In October 2000, President Clinton signed into law the “American Competitiveness in the Twenty-First Century Act,” which increased the cap to 195,000 per year for three years.
 

The role of the IT industry in immigration to the U.S. is highlighted in the changing demographics of the recipients of visas for temporary workers.  According to a recent study (Lowell 2000), in 1989, education and non-profit science industries followed by health care and then entertainment were the top occupational categories for holders of temporary work visas.  Of the H1-B visas granted in 1999, 53.3% were for systems analysts and programmers, 4.9% for electrical engineers, 3.4% for other computer occupations.  Moreover, the major countries of origin had shifted dramatically as well.  While Great Britain and the Philippines were the top countries of origin in 1989, Indian nationals received 55,047 of the 116,695 H-1 visas in issued in 1999.  British high-skilled workers came in second with 6,665 and China third with 5,779.  Lowell estimates that in 2000 there were a total of about 425,000 H-1B holders in the U.S. and that, with the increase in the cap to 195,000/year, the total population would most likely reach a bit over 700,000 in 2002 and then decrease as the cap returns to 65,000/year in 2003 down to about 270,000 by 2010.  

Many of those leaving their H-1B status within the six-year term do not necessarily leave the U.S. – rather between 20 and 50% of the H-1B visa holders adjusted their status to permanent resident alien (received a “green card”) every year over the past decade.   After five years of permanent residency status, an immigrant may naturalize and become a U.S. citizen.  Given the possibility of adjusting to permanent status, there is a high probability that many of these temporary high-tech workers will become permanent residents.  From the standpoint of the employers, who often sponsor workers in adjusting their status, if an experienced programmer does not wish to “go home” after 6 years, it behooves the employer to attempt to retain the worker along with all of the training and firm-specific knowledge that he or she has acquired.  

Within months after the H1-B cap was extended, high tech stocks tumbled, many e-commerce companies went bankrupt and thousands of IT workers were laid off.  Nevertheless, 163,200 H-1B visas were approved by September 30, 2001 against the Fiscal Year (FY) 2001 cap and another 29,000 petitions were pending (INS 2001).  From October 1 2001 to December 1 2001, the first quarter of FY 2002, the INS received a total of 54,000 H1-B petitions, which was 50% lower than the first quarter of the previous fiscal year (INS 2002a).   Although there is ample anecdotal evidence that many H1-B workers already in the United States have lost their jobs, firms are reluctant to release information on how many H1-B workers they have laid off and the INS does not have figures for how many out laid off H1-B workers are still in the country.  Once they loose their jobs, they are “out of status” and they must report to the INS within 30 days but in practice the agency has not tended to enforce the deadline nor deport out-of-status H1-B workers (Reuters 2001).  Nevertheless, Indian-American business leaders have estimated that 20% of the 50,000 H1-B workers in Silicon Valley have left or are leaving (Gardiner 2001).  After the attacks on the World Trade Center and Pentagon, job prospects in the high tech sector darkened further and the welcome mat for predominately Indian H1-B workers appears to be pulled up as South Asians, particularly Sikhs, have been assaulted and harassed.  Moreover, concerns have been expressed over the increasing use of H1-B workers for jobs that are critical to national security and the nation’s economic infrastructure as expressed in the Hart-Rudman Commission (2001, 39).  Anti-foreigner biases as well as legitimate security concerns are resonating on high-tech job boards as the number of openings for H1-B workers decline relative to those for permanent residents and citizens in the wake of the September 11th attacks.

As the climate for high tech workers has soured in the in U.S., other countries have been waiting with open arms for experienced high-tech workers leaving American shores.  For some time now, Canada, Australia and New Zealand have had immigration policies based on point systems, in which desired skills count toward attaining permanent resident status.  Additionally, the New Zealand Immigration Service now has a special unit in India to help IT professionals interested in immigrating because as a Regional Director, Arron Baker, explained “We are competing with Australia, Canada, Germany and other countries for skilled migrants” (Quoted in Parasher 2000).

In August 2000, the German government introduced the so-called “Green Card” for foreign IT workers in which up to 20,000 three to five-year work permits will be issued.  The government argued that the program was necessary in order to keep pace with the American information technology industry and it explicitly targeted Indian programmers.  In July 2001, German government announced plans to introduce legislation that would expand the numbers of temporary worker and trainee positions as well as introduce a Canadian-style point system for allowing foreigners to become permanent residents.  The initiative was postponed after the September 11 attacks on the U.S. but the Schroeder government introduced immigration legislation that passed in the lower house of the German Parliament in December 2001 and then, in February, passed by a controversial razor thin margin in the Upper House.  The vote triggered a constitutional challenge by the opposition, guaranteeing that skilled migration will be at the forefront of the next round of national elections.

Soon after Germany initiated its Green Card program, the UK’s Immigration Minister, Barbara Roche made a speech in which she argued, "We are in competition for the brightest and best talents - the entrepreneurs, the scientists, the high technology specialists who make the global economy tick. In order to seize the opportunities of the knowledge economy, and to play a constructive part in shaping these huge changes, we need to explore carefully their implications for immigration policy.”
 Despite the September 11 attacks, U.K. in October 2001, Home Secretary David Blunkett announced the establishment of a Highly Skilled Migrant Programme designed to attract “highly mobile people with special talents that are required in a modern economy.”  The program is operated on a point system and it provides one year permits that can be renewed indefinitely.  Blunkett anticipates that the program “will be a body blow to the people traffickers” because it will provide a legal way to come to the UK (MN 2002).

Ireland was a country of net emigration until 1996 but its growing economy has drawn home Irish citizens from abroad as well as non-Irish immigrants to feed Ireland’s high tech boom.  In March 2000, an interdepartmental policy-planning group estimated that over the next seven years Ireland would receive 200,000 immigrants (including returning Irish citizens).  The Irish government introduced a fast track visa program for high skilled workers on March 28, 2000.  Information technology, architecture, construction engineering and nursing professionals with a bona-fide job offer may apply for a two-year visa.
 

States are increasingly competing in the global marketplace for IT labor that has been created by the internet.  Employers no longer simply advertise jobs in local or even national newspapers.  Firms are increasingly using their websites to post openings and invite on-line applications.  Firms and job seekers post opening and resumes on general job boards such as monster.com or IT specific boards such as computerjobs.com or dice.com, which are accessible from any internet café in any developing country.  Often firms outsource the recruitment process to consulting agencies (called “job shops” or “body shops”) in order to obtain the services of programmers that will participate in limited duration projects.  Contrary to impressions left by some press accounts (e.g. Cohn and Roche 2000), the term, “body shop” is used for IT consulting companies in general – not just those that recruit temporary foreign workers.  Consulting agencies post position descriptions on job boards without identifying the employer, screen applicants and forward the resumes of promising candidates to the employer.  If an employer opts to hire a programmer, the consulting agency may contract an hourly rate with the firm for the programmer’s labor that may be twice as much as that paid to the programmer.  This is the situation of U.S. citizens and permanent residents in the IT consulting business.  Since H-1B workers have depended on their employers for their legal status in the US, critics charge that they are have often paid much less for comparable work (Matloff 2000).   Some consulting firms who have hired H1-B workers for placement on projects elsewhere pay reduced salaries or do not pay workers at all between placements while they are “on the bench” and they threatened to sue them for breach of contract if they quit.  One firm admitted in court to paying an H1-B worker $26/hr. for worked billed to a client at $110/hr. and sued the worker because he quit (Cohn and Roche 2000).  Consulting agencies also have an abundant global supply of labor as they sift through resumes posted on job boards as well as use search engines and data mining tools to identify potential job candidates from around the world (Cornell 2001).

Changing policies in many developing countries have also facilitated the growth of a global IT labor market and led to competition among IT labor sending countries.  In the 1970s, many states were concerned about the impact of "brain drains"
 and maintained mercantilist policies that penalized emigrants -- such as requiring payment for education received or military service before accepting an emigrant's renunciation of nationality.  By the 1990s, states such as South Korea, the Philippines and India were using public funds to establish technical schools and university programs whose graduates were expected to leave for work abroad.  Generally wishing to minimize worker training for project-specific jobs, employers strive to recruit workers with precise skill sets that meet the needs of the project at hand.  Since the demand for specific skills within IT labor markets can be ascertained though a content analysis of job postings on the internet, engineering and business schools anywhere in the world can identify which skills are in demand and adjust their curricula accordingly.  While several universities in Bangalore, India have proved especially good at this, schools in other countries are doing the same.  Indeed, other states that export IT workers are growing increasingly competitive with India.  This was highlighted when the “I love you” virus (which cost an estimated $10 billion worth of damage) was traced back to the class project of a Filipino computer student.  He was not arrested (because the Philippines did not have a law against hacking) but rather became a national hero for demonstrating the prowess of Filipino programmers.

The promise of IT labor recruitment has the potential to converge with the problem of human smuggling.  As the H-1B program has expanded in the past few years, the number of Indian IT schools has mushroomed and many offer very poor training.  Instead of preparing genuine highly skilled IT workers, these schools often bilk naïve Indian college students with dreams of going to America and becoming rich in the “new economy.”  Unscrupulous consulting agencies have used these schools to pump up the resumes of potential H-1B candidates.  In some cases they become part of scams orchestrated to fool potential employers into providing an offer to an unqualified candidate, which then becomes a ticket to the U.S. through abuse of the H-1B visa system.  In some cases, agencies provide forged diplomas and fabricated job offers and visa abuse becomes out-and-out fraud (McDonald 2000).  A 1998-99 State Department audit uncovered widespread H-1B fraud at the consular office in Chennai, India, which issues more H-1B visas than anywhere else in the world – over 20,000 in FY 1998.  As early as 1996, consular officials detected that applicants were misrepresenting their academic and professional qualification. Of the 3,247 cases referred to the State Department Chennai Consulate’s anti-fraud unit (from the beginning of the investigation to March 31, 1999), close to 45% of the claims made on the petitions could not be verified and 21% of the work experience claims made to the INS were confirmed to be fraudulent (Yates 1999).
Such scams are not unlike the high-end smuggling operations that provide customers with fake diplomas, transcripts and letters of recommendation in order to acquire student visas.  After entering the US, the “students” do not show up for class, as was the case with Hani Hanjour, one of the hijackers who crashed American Airlines flight 77 into the Pentagon.  In some cases, student visa applications submitted to the INS came with acceptance letters written on the letterhead of a U.S. university and bearing the signature of the dean of admissions, however, when the dean and admissions staff were contacted they knew nothing of the student in question.
  Indeed, the recruiting agency that assembles fraudulent H-1B visa applications, and the smuggling organization that assembles fraudulent student visa applications, may, in some cases, be using the same document counterfeiters.

Since the H-1B legislation enacted in October 2000 lifted the cap from 115,000 to 195,000 visas, it decreases the ability of U.S. authorities to verify all aspects of the much larger number of H-1B applications.  Four percent of the fees generated by applications were earmarked to the INS to help pay for the costs of administering the program (most of the fees were for U.S. worker retraining programs), however, the legislation did not provide resources for the State Department to increase the number of consular officers need to verify credentials.
    This dwindling verification capacity has become an open secret.  For example, an article in an Indian IT trade journal quotes Rob Sanchez (unemployed American programmer who set up a website called the “H1B Hall of Shame”
) saying that the, “INS is deluged with paper. Much of the information collected is never entered into their data system.  The data that is entered electronically isn’t open for public use.  Since the responsibility for H-1B immigration application spans the departments of Labor, State and Justice – whose data systems aren’t even linked  -- no one agency has the complete picture.”
   With more opportunities for fraud and a declining capacity to detect it, the potential for state-controlled high-skilled migration to degenerate into state border control-defying human smuggling is growing.  Although the September 11th attacks have yet to initiate government restrictions on the H1-B program, as border controls are stiffened and student visa programs are tightened, it increases the likelihood that smugglers will shift to alternative avenues for visa abuse, including the H1-B. 

The other great irony is that as migrants compose a growing proportion of the IT industry workforce, there is a greater chance that the IT tools deployed by the INS to control U.S. borders will be coded by an H-1B worker.  Indeed, the lower costs of implementing off-the-shelf software, more of which is written by H-1B workers than the legacy systems coded in-house by U.S. Government employees, combined with system implementation by consulting firms that utilize H-1B workers could give the INS and other law enforcement “more bang for the buck” when purchasing sensors and surveillance systems.  This would save budgetary resources for hiring more U.S. citizens to patrol the border and respond to those sensor hits that go off in the middle of the night.

Conclusion

International migration and information technology are becoming increasingly interrelated whether through efforts to control migration by IT deployments at borders or through the migration of highly skilled computer programmers to fuel the IT industries of several countries.  This paper presented opposing depictions of states in today’s shifting information technology environment.  On the one hand, states seem to be loosing control of their borders to increasing human smuggling and are trying to use IT to reverse the trend.  On the other hand, states appear to be deftly wielding a “new mercantilism” for the “new economy” based on competitive importation of human capital.   

The September 11th attacks represent a major setback for this selective migration strategy, implementation of which depended on effective use of IT for border control.  By failing to detect the entry or continuing unauthorized presence of the terrorists, the patchwork of existing information systems used by border control authorities and law enforcement agencies helped make the attacks possible.  Regardless of the problems with border control information technology, since the criteria for screening visitors and migrants has been based on wealth and education, well-to-do terrorists were able to use the selective immigration policy against itself to stage the Sept. 11th attacks.

Nevertheless, the attacks have reinvigorated border control efforts and spurred reforms to better use IT.  At the same time, the economic fallout of the attacks may have depressed demand for foreign IT workers while drawing more attention to the security implications of non-citizen staffing of sensitive IT functions.  September 11th may become a turning point in the debate over the capabilities of states to control their borders and political will of governments to utilize those capabilities.  Much depends on the willingness of governments to redesign their administrative structures in order to share data among agencies and departments tasked with border control functions as well as the willingness of their citizens to sacrifice personal privacy for the sake of public security.

While border control information technology and administration has come under great scrutiny there has been less questioning of the selective immigration policy.  Industry continues to press for high-skilled migration and governments have responded despite the September 11th attacks.  Although Senator Feinstein initially called for a six-month moratorium on issuing student visas, while the U.S. State department and the INS developed better tracking systems, she and her colleagues in Congress quickly backed down from such restrictions.   The H1-B visa program was not suspended and such a move was apparently not even considered. Although the German government postponed its immigration legislation, it has nevertheless proceeded with its plans to expand high-skilled immigration.  Even more poignantly, the UK introduced its high-skilled immigration program within a month of the Sept. 11th attacks.  In the end, the selective migration policy and global competition for the best and the brightest continues, regardless of the security risks it may pose.  Much stock has been put in information technology to screen out the dangerous from the desired, but it is not clear that the necessary administrative reforms and policy changes will be in place as the information systems come on line. 
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